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torsThe proto
ol des
ribed in this spe
 is performed between three parties: TheUser, the IdP and the WSP.The User is the regular Internet user with a browser.The IdP is the Identity Provider - a party whoes goal is to provide IdentityManagement servi
e.The WSP is the Web Servi
e Provider. This is the 
onsumer of the IdentityManagement servi
e, and the provider of some other servi
e, su
h as e-
ommer
e or online banking.
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1.2 MessagesThe proto
ol 
onsists of a sequen
e of messages ex
hanged by any two parties(of the three de�ned above). Ea
h message ex
hange takes a form of request-reply 
onversation. Both request and reply 
ontain a number of pre-de�nedvalues; In addition to these values, reply message may 
ontain additional statusinformation.Ea
h message is de�ned by its name and the values it 
ontains.1.3 TransportThe messages are ex
hanged as HTTP POST requests, ex
ept where indi
ated.Any request values are passed as form parameters in the HTTP POST request.The name of the message is the last URL 
omponent of the HTTP request.Return messages are serialized in XML format, and the values are en
oded asde�ned in this spe
.By 
onvention, messages that begin with usr are sent by the User to theIdP; messages that begin with wsp are sent by the WSP to the IdP. When IdPor User send messages to the WSP, they are de�ned separately. Sin
e the Useruses Web Browser, nobody 
an initiate message ex
hange with the User - it isonly possible to respond to User's messages.All requests to the IdP MUST be made over a private and se
ure 
hannel, viaHTTPS. The IdP MUST NOT respond to any requests over 
leartext 
hannelssu
h as HTTP.WSP will have a 
hoi
e whether to work over HTTP or HTTPS. If theWSP 
hooses HTTPS, all requests to it MUST be made over HTTPS. A WSPthat has HTTPS enabled MAY 
hoose not to respond to any 
leartext (HTTP)requests.If the WSP has 
hosen to use HTTP, the se
urity will be equivalent topasswords sent over a 
leartext 
hannel - i.e. any party listening on the 
hannelwill be able to a
quire the shared keys. However, this will not a�e
t other WSPsas the shared se
rets are independent.Example of request invo
ation in JavaS
ript:fun
tion loadURLAsyn
(url, names, values, handler){ var req = new XMLHttpRequest();req.onreadystate
hange = fun
tion(){ pro
essReqChange(handler, req) };req.open("POST", url, true);
ontent = "";var i;for (i=0; i<names.length; i++){ 3



if (i>0)
ontent += "&";
ontent += en
odeURIComponent(names[i℄) + "=" +en
odeURIComponent(values[i℄);}req.setRequestHeader('Content-type','appli
ation/x-www-form-urlen
oded');req.send(
ontent);}1.4 GWT SerializationAs of the 
urrent version, some messages are ex
hanged using GWT serializa-tion. These messages are do
umented separately, and marked as GWT in thisspe
.In next version, all GWT messages will be ported to plain HTTP POST topromote alternative 
lient-side implementations.2 Cryptographi
 
omputations2.1 En
odingUnless otherwise noted, all hashed and en
rypted values, as well as 
leartextbinary data are transmitted in Base64 en
oding. No newlines are allowed in theBase64 data for Handles and Se
rets.2.2 Cryptographi
 algorithmsThe following 
ryptographi
 algorithms are used in this proto
ol:HASH SHA256ENCRYPT AES256 symmetri
 en
ryption. Written as
iphertext = ENCRY PT (key; plaintext)CBC mode is used to en
rypt readable strings (su
h as �elds in the pro�le).When en
rypting se
rets (Shared Se
ret, Master Se
ret), ECB mode isused on the binary data (not Base64 en
oding).PBE Password Based En
ryption, SHA256 based KDF and AES256. TheKDF in this vresion is proprietary due to 
omplexity of implementingfull PKCS5/12 ASN.1 blo
ks in JavaS
ript. The KDF is performed asfollows (pseudo
ode):key := HASH(salt || password);for i:=1 to it_
ountkey := HASH(key); 4



endreturn key;The resulting key is used as the Symmetri
 Key for the AES en
ryption.SIG Digital Signature. RSA 1024 bit signatures are used in the 
urrent version.2.3 User HandleEa
h User is identi�ed to ea
h WSP as a Handle. The handle is 
omputed as:H = HASH(usernamejjurl)Where username is the name of the user whi
h he types when logging in,and url is the 
anoni
al form of the url he is trying to log into. The jj signi�es
on
atenation.2.4 Master se
retThe Master Se
ret (MS) is generated on the User's side when the User is reg-istering. The Master Se
ret is en
rypted in three layers as:tempKey = HASH("PasswordEn
ryption"jjslashIDKeyjjusrHandle)en
MS = PBE(ENCRY PT (tempKey; PBE(MS; pwd); pwd)where pwd is User's password, usrHandle is SlashID User Handle, andslashIDKey is a se
ret key of the SlashID server.To improve JavaS
ript eÆ
ien
y, the inner and outer PBE use the same salt,and as a result, have the same derived key. The middle en
ryption is done onthe SlashID side, while the inner and the outer ones are done in the browser.2.5 Shared Se
retsShared se
rets are generated for ea
h pair of (User, WSP) that wish to establisha relationship. The User's 
opy of shared se
ret is en
rypted asen
Se
ret = ENCRY PT (MS; se
ret)The WSP's 
opy of the shared se
ret is en
rypted asen
Se
ret = ENCRY PT (wspKey; se
ret)Where wspKey is the WSP's se
ret key, and is not part of the proto
ol. Theen
Se
ret value of the WSP's 
opy is also digitally signed using WSP's privatekey:wspSe
retSig = SIGN("Se
retj"jjH jj"j"jjen
Se
ret)H is de�ned in Se
tion 2.3, and is used in its en
oded form (as per Se
-tion 2.1)
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2.6 Session StorageIn order to allow for Single Sign On, the Master Se
ret must be se
urely storedin the browser. Sin
e Cookies 
annot be used (otherwise Master Se
ret willbe sent ba
k to SlashID), sensitive 
ryptographi
 data is stored using a 
lient-side storage, whi
h is a browser spe
i�
 me
hanism. For browsers that do notsupport 
lient-side storage (su
h as Firefox 1.5), JavaS
ript variable is used.To prote
t against leakage of sensitive information though 
lient-side database(for example in the envent of power outage while Master Se
ret is stored), ase
ret-splitting s
heme between the browser and SlashID is implemented. Mas-ter Se
ret is en
rypted with an ephemeral key (using AES 256). The key is sentto SlashID, while the 
iphertext is stored in the browser's 
lient-side storage.3 Proto
ol OverviewThe main SlashID proto
ol 
onsists of �ve basi
 operations: Create, Register,Login, Update and Can
el. This se
tion outlines the message 
ows; the followingse
tion 
ontains the details of the messages.3.1 User CreateThis 
ow is exe
uted when a new user is 
reated with the IdP. WSP is not partof the 
ow. The 
ow is shown on �gure 1.3.2 User RegisterThis 
ow is exe
uted when the User wishes to establish a relationship with aWSP. The 
ow is shown on �gure 2.3.3 LoginThis 
ow is invoked when the user logs into a WSP. The 
ow is shown on�gure 3.3.4 Pro�le UpdateThis 
ow is exe
uted when the User updates a pro�le within the IdP. The 
owis shown on Figure 4.3.5 Subs
ription Can
ellationThis 
ow is exe
uted when the User wants to 
an
el a subs
ription with a WSP.The 
ow is shown on Figure 5.
6



User IdP| || Request page ||---------------------------->|| || Serve page, || present 
hallenge ||<----------------------------|| || GWT: getUserProfileTemplate | (for WSP: getWspProfileTemplate)|---------------------------->|| || pwden
rypt ||---------------------------->| (middle en
ryption layer)| || usr
reate ||---------------------------->|| || |Figure 1: User Create Flow4 Proto
ol MessagesThis se
tion des
ribes detailed 
ontents of ea
h proto
ol message.4.1 pwden
ryptThis 
all is used in the three-layer en
ryption of the Master Se
ret. It exe
utesthe se
ond, or middle layer, whi
h requres the knowledge of the SlashID key.4.1.1 Request parametershandle (REQUIRED) Handle of the user for whom the en
ryption or de
ryp-tion is done.operation (REQUIRED) Either "en
rypt" or "de
rypt".input (REQUIRED) Base64 en
oded en
rypted value, that needs to be eitherfurther en
rypted or de
rypted.4.1.2 ResponseThe response will 
ontain the result of en
ryption or de
ryption in the followingform: 7



User IdP WSP| | || getregisterurl | ||----------------------->| || | || usrreg | ||----------------------->| || | ||GWT: saveCustomCategory | ||----------------------->| || | || usrwspreg | ||------------------------------------------>|| | || | wspreg || |<-----------------|| | || Redire
t to main page ||<- - - - - - - - - - - - - - - - - - - - - || | || | |Figure 2: User Registration Flow<password-response><result>VALUE</result></password-response>Where VALUE is the result of the operation.4.2 usr
reateCreates a new User with the IdP. This message is sent by the User to the IdPin order to establish an a

ount.4.2.1 Request parametersse
ret (REQUIRED) A 
leartext shared se
ret to be used when logging intothe IdP. The se
ret MUST be a 32 byte (256 bits) number, en
oded asper Se
tion 2.1.en
Se
ret (REQUIRED) An en
rypted value of se
ret (above). The en-
rypted se
ret is 
omputed as: en
Se
ret = ENCRY PT (MS; se
ret)
apt
ha (REQUIRED) The text of the CAPTCHA pi
ture shown to the user.8



User IdP WSP| | || getusrse
ret | ||------------------->| || | || pwden
rypt | ||------------------->| || | || GWT: login | ||------------------->| || | || storesession | ||------------------->| || | || usrlogin | ||-------------------------------------->|| | || | wsplogin || |<-----------------|| | |Figure 3: Login FlowuserXml (REQUIRED) User's data in XML format (s
hema will be publishedseparately)termsA

epted (REQUIRED) "true" if the user has a

epted Terms andConditionswspType (REQUIRED) If website was built with one of supported plugins(su
h as Wordpress or MediaWiki), this is the type of plugin used will beused as pre�x to obtain4.2.2 ResponseThis message produ
es status response of the form:<status>OK</status>In 
ase of errors, the value inside the status tag MUST be the error de-s
ription. In 
ase of a su

essful registration, this value MUST be "OK" (noquotes).
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User IdP WSP| | ||GWT: save profile | ||------------------->| || | ||GWT: update profiles| ||------------------->| || | || list affe
ted urls | ||<-------------------| || | ||GWT: update profiles| ||------------------->| || | |FOR EACH AFFECTED URL DO| | wspusrupdate || |----------------->|| | |FOR EACH AFFECTED URL DONE| | |Figure 4: Update FlowUser IdP WSP| | || getusrse
ret | ||------------------->| || | || usr
an
el | ||------------------->| || | wspuser
an
el || |----------------->|| | || | |Figure 5: Can
el 
ow4.3 getregisterurlThis message is sent from the User to the IdP. In return, the IdP sends anyinformation required for a su

essful registration with a website.10



4.3.1 Request parametersurl (REQUIRED) The URL that the User is trying to register with.4.3.2 ResponseThe results are returned as an XML do
ument of the following form:<register-url><proto
ol>value</proto
ol><url>value<url/><userIdMessage>value<userIdMessage/><profileTemplate>value</profileTemplate></register-url>The values are:proto
ol The proto
ol used by this WSP, either http or https.url The registration URL, relative to the main url of the website.userIdMessage Message to display in order to prompt the user for his A

essCode.pro�leTemplate The template of the pro�le that 
ontains all the �elds re-quired by this website. This is an XML do
ument, es
aped and in
ludedas CDATA.4.4 usrregPart of the pro
ess to establish a relationship between a User and a WSP. Thismessage is sent by the User to the IdP.4.4.1 Request parametersse
ret (REQUIRED) En
rypted shared se
ret, to be used as a password be-tween the User and the WSP he is registering with. The se
ret is 
omputedas the en
Se
ret value in Se
tion 4.2.1.url (REQUIRED) The URL of the WSP the User wishes to register with.en
Pro�le (REQUIRED) The en
rypted (�eld-by-�eld) pro�le to be used withthis registration.pro�leId (REQUIRED) Integer id of the pro�le used.
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4.4.2 ResponseIn 
ase of an error, the response MUST be as in Se
tion 4.2.2. In 
ase of su

ess,the response MUST be an XML do
ument in the following format:<register-response><ti
ket>value</ti
ket></register-response>The values are:ti
ket Contains a registration ti
ket generated by the IdP.4.5 usrwspregThis message is sent from the User dire
tly to the WSP during User registration
ow. The message takes form of HTTP or HTTPS form submit (method isPOST). Parameters are en
oded as elements in the submitted form.4.5.1 Request parametersusrHandle (REQUIRED) Handle of the User. See se
tion 2.3.se
ret (REQUIRED) Cleartext Shared Se
ret, generated by the User. Thiswill be used as a password between the WSP and the User.pro�le (REQUIRED) Cleartext pro�le that the User agrees to expose to theWSPti
ket (REQUIRED) Registration ti
ket, as provided by the IdP.userId (OPTIONAL) The UserID value, provided by the WSP to the Userout-of-band. This may be a banking 
ard number.a

essCode (OPTIONAL) A se
ret value provided by the WSP to the Userout-of-band, used to se
urely bind the usrHandle to the a
tual 
ustomerre
ord existing on the WSP side.4.5.2 ResponseOn
e the form has been submitted, the WSP takes over the browser, and returnsany HTML page. The returned page SHOULD indi
ate whether or not the loginwas su

essful, and in 
ase of a su

essful login, redire
t the user to the membersarea.4.6 wspregSent by the WSP to the IdP whenever the User is trying to register with theWSP. 12



4.6.1 Request parametersusrHandle (REQUIRED) User's Handle for this WSP. See Se
tion 2.3.se
ret (REQUIRED) Shared Se
ret for the WSP, generated by the User, en-
rypted with WSP's key. See Se
tion 2.5.url (TEMPORARY) The URL of this WSP.ti
ket (REQUIRED) Registration Ti
ket generated by the IdP.signature (REQUIRED)WSP's signature of the shared se
ret (See Se
tion 2.5).pro�leSig (REQUIRED) WSP's signature of the User's Pro�le.pro�le (OPTIONAL) WSP's version of the pro�le, en
rypted with WSP key.4.6.2 ResponseSame as for usr
reate (See Se
tion 4.2.2).4.7 getusrse
retThis message is sent by the User to the IdP when a User's shared se
ret isneeded for a transa
tion.4.7.1 Request parametersusrHandle (REQUIRED) The Handle of the User for whi
h the Shared Se
retis needed. See se
tion 2.3.4.7.2 ResponseThe response is of the following form:<user-shared-se
ret-response><x>value</x><e>value</e></user-shared-se
ret-response>wherex The En
rypted Master Se
ret for this User (see Se
ion 2.4). If the Handle
annot be found (User doesn't exist), the return value MUST be generatedas:x = HMAC("DUMMY �MASTER"jjhandle; key)Where handle is the value of usrHandle parameter, and key is IdP's se
retkey. This key does not need to be the same as the real en
ryption key,but needs to be 
onsistent a
ross multiple requests.13



e The En
rypted Shared Se
ret (User's 
opy) for this URL. If the Handle 
annotbe found (User doesn't exit), or the User is not registered with this URL(they have no relationship), the value MUST be generated ase = HMAC("DUMMY � SHARED"jjhandlejjurl; key)4.8 storesessionThis message is sent by the User to the IdP in order to store the server part ofthe split Master Se
ret.4.8.1 Request ParameterssessionKey (REQUIRED) The key to store in the session.4.8.2 ResponseSame as for usr
reate (See Se
tion 4.2.2).The key will be stored in the HTTP session, and returned in a JavaS
riptvariable whenever the window is refreshed in the browser.4.9 usrloginThis message is sent by the User dire
tly to the WSP to 
omplete the Loginpro
ess. The message takes form of HTTP or HTTPS form submit (method isPOST). Parameters are en
oded as elements in the submitted form.4.9.1 Request parametersusrHandle (REQUIRED) The Handle of the user (for this WSP) that is tryingto login.se
ret (REQUIRED) Cleartext version of the shared se
ret for this WSP.4.9.2 ResponseOn
e the form has been submitted, the WSP takes over the browser, and returnsany HTML page. The returned page SHOULD indi
ate whether or not the loginwas su

essful, and in 
ase of a su

essful login, redire
t the user to the membersarea.4.10 wsploginThis message is sent by the WSP to the IdP whenever a User attempts to login. This message is only required for the WSPs that use SlashID to store theshared se
ret. If the WSP 
an look up the shared se
ret in his own database,this message does not need to be sent.14



4.10.1 Request parametersusrHandle (REQUIRED) The Handle of the user whi
h is trying to log in (seeSe
tion 2.3).4.10.2 ResponseIn 
ase of an error, the response MUST be as in Se
tion 4.2.2. In 
ase of su

ess,the response MUST be an XML do
ument in the following format:<shared-se
ret-response><en
rypted-se
ret>value</en
rypted-se
ret><signature>value</signature><profile>value</profile><profile-sig>value</profile-sig></shared-se
ret-response>The values are:en
rypted-se
ret WSP's 
opy of User's Shared Se
ret (en
rypted). See Se
-tion 2.5signature WSP's signature of the shared se
ret. See Se
tion 2.5.pro�le User's pro�le (as seen by WSP), en
rypted with WSP's Se
ret Key.pro�le-sig WSP's signature of the pro�le.4.11 wspusrupdateThis message is sent by the IdP to the WSP whenever the user updates hispro�le.4.11.1 Request parametersusrHandle (REQUIRED) Handle of the user for whom the update is per-formed.pro�le (REQUIRED) The new version of the pro�le. The whoe XML do
u-ment (pro�le) is en
rypted using Shared Se
ret as a key, and the 
iphertextis Base64-en
oded.se
ret (REQUIRED) Shared se
ret, en
rypted with WSP's se
ret key.signature (REQUIRED) Shared se
ret signature, as signed by the WSP.
15



4.11.2 ResponseThe WSP MUST verify the shared se
ret signature, and return an error if theveri�
ation was not su

essful.In 
ase of a su

ess, the following do
ument is returned by the WSP:<update-result><profile>value</profile><profileSig>value</profileSig></update-result>The values are as follows:pro�le Same pro�le as in request, but this time en
rypted with WSP's se
retkeypro�leSig The value of the profile �eld above, signed with WSP's privatekey.4.12 usr
an
elSent by the User to the IdP whenever the user wishes to 
an
el the subs
riptionwith a WSP.4.12.1 Request parametersusrHandle User's handle for the URL to be 
an
elledurl URL to be 
an
elled
an
elCode Can
el 
ode, 
omputed as follows:
a
elCode = HASH("Can
elj"jjhandlejj"j"jjse
ret)Where handle is the handle of the user for this URL, and se
ret is theshared se
ret. Note: if the user re-subs
ribes to the WSP after one 
an-
ellation, the IdP is able to re-play this message.4.12.2 ResponseSame as for usr
reate (See Se
tion 4.2.2).4.13 wspuser
an
elThis message is sent by the IdP to the WSP whenever the User wishes to 
an
elthe subs
ription.
16



4.13.1 Request parametersusrHandle (REQUIRED) Handle of the user that wishes to 
an
el the sub-s
riptionse
ret (REQUIRED) En
rypted shared se
ret (WSP's version)signature (REQUIRED) WSP's signature on the shared se
retpro�le (REQUIRED) User's en
rypted pro�le (WSP's version)pro�leSig (REQUIRED) WSP's signature on the en
rypted pro�le
an
elCode (REQUIRED) Can
ellation 
ode (see Se
tion 4.12.1)
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