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1 Con v en tions

1.1 Actors

The proto col describ ed in this sp ec is p erformed b et w een three parties: The

User, the IdP and the WSP .

The User is the regular In ternet user with a bro wser.

The IdP is the Iden tit y Pro vider - a part y who es goal is to pro vide Iden tit y

Managemen t service.

The WSP is the W eb Service Pro vider. This is the consumer of the Iden tit y

Managemen t service, and the pro vider of some other service, suc h as e-

commerce or online banking.
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1.2 Messages

The proto col consists of a sequence of messages exc hanged b y an y t w o parties

(of the three de�ned ab o v e). Eac h message exc hange tak es a form of request-

reply con v ersation. Both request and reply con tain a n um b er of pre-de�ned

v alues; In addition to these v alues, reply message ma y con tain additional status

information.

Eac h message is de�ned b y its name and the v alues it con tains.

1.3 T ransp ort

The messages are exc hanged as HTTP POST requests, except where indicated.

An y request v alues are passed as form parameters in the HTTP POST request.

The name of the message is the last URL comp onen t of the HTTP request.

Return messages are serialized in XML format, and the v alues are enco ded as

de�ned in this sp ec.

By con v en tion, messages that b egin with usr are sen t b y the User to the

IdP; messages that b egin with wsp are sen t b y the WSP to the IdP . When IdP

or User send messages to the WSP , they are de�ned separately . Since the User

uses W eb Bro wser, nob o dy can initiate message exc hange with the User - it is

only p ossible to resp ond to User's messages.

All requests to the IdP MUST b e made o v er a priv ate and secure c hannel, via

HTTPS. The IdP MUST NOT resp ond to an y requests o v er cleartext c hannels

suc h as HTTP .

WSP will ha v e a c hoice whether to w ork o v er HTTP or HTTPS. If the

WSP c ho oses HTTPS, all requests to it MUST b e made o v er HTTPS. A WSP

that has HTTPS enabled MA Y c ho ose not to resp ond to an y cleartext (HTTP)

requests.

If the WSP has c hosen to use HTTP , the securit y will b e equiv alen t to

passw ords sen t o v er a cleartext c hannel - i.e. an y part y listening on the c hannel

will b e able to acquire the shared k eys. Ho w ev er, this will not a�ect other WSPs

as the shared secrets are indep enden t.

Example of request in v o cation in Ja v aScript:

function loadURLAsync(url , names, values, handler)

{

var req = new XMLHttpRequest();

req.onreadystate cha ng e = function()

{ processReqChange( ha ndl er , req) };

req.open("POST", url, true);

content = "";

var i;

for (i=0; i<names.length; i++)

{
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if (i>0)

content += "&";

content += encodeURICompone nt (na me s[i ]) + "=" +

encodeURICompone nt (va lu es[ i] );

}

req.setRequestHe ade r( 'Co nt en t-t yp e',

'application/x-ww w-f or m- url en cod ed ') ;

req.send(content );

}

1.4 GWT Serialization

As of the curren t v ersion, some messages are exc hanged using GWT serializa-

tion. These messages are do cumen ted separately , and mark ed as GWT in this

sp ec.

In next v ersion, all GWT messages will b e p orted to plain HTTP POST to

promote alternativ e clien t-side implemen tations.

2 Cryptographic computations

2.1 Enco ding

Unless otherwise noted, all hashed and encrypted v alues, as w ell as cleartext

binary data are transmitted in Base64 enco ding. No newlines are allo w ed in the

Base64 data for Handles and Secrets.

2.2 Cryptographic algorithms

The follo wing cryptographic algorithms are used in this proto col:

HASH SHA256

ENCR YPT AES256 symmetric encryption. W ritten as

cipher text = E N C R Y P T ( k ey ; pl aintext )

CBC mo de is used to encrypt readable strings (suc h as �elds in the pro�le).

When encrypting secrets (Shared Secret, Master Secret), ECB mo de is

used on the binary data (not Base64 enco ding).

PBE P assw ord Based Encryption, SHA256 based KDF and AES256. The

KDF in this vresion is proprietary due to complexit y of implemen ting

full PK CS5/12 ASN.1 blo c ks in Ja v aScript. The KDF is p erformed as

follo ws (pseudo co de):

key := HASH(salt || password);

for i:=1 to it_count

key := HASH(key);
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end

return key;

The resulting k ey is used as the Symmetric Key for the AES encryption.

SIG Digital Signature. RSA 1024 bit signatures are used in the curren t v ersion.

2.3 User Handle

Eac h User is iden ti�ed to eac h WSP as a Handle. The handle is computed as:

H = H AS H ( user name jj ur l )

Where user name is the name of the user whic h he t yp es when logging in,

and ur l is the canonical form of the url he is trying to log in to. The jj signi�es

concatenation.

2.4 Master secret

The Master Secret ( M S ) is generated on the User's side when the User is reg-

istering. The Master Secret is encrypted in three la y ers as:

tempK ey = H AS H (" P assw or dE ncr y ption " jj sl ashI D K ey jj usr H andl e )

encM S = P B E ( E N C R Y P T ( tempK ey ; P B E ( M S; pw d ) ; pw d )

where pw d is User's passw ord, usr H andl e is SlashID User Handle, and

sl ashI D K ey is a secret k ey of the SlashID serv er.

T o impro v e Ja v aScript e�ciency , the inner and outer PBE use the same salt,

and as a result, ha v e the same deriv ed k ey . The middle encryption is done on

the SlashID side, while the inner and the outer ones are done in the bro wser.

2.5 Shared Secrets

Shared secrets are generated for eac h pair of (User, WSP) that wish to establish

a relationship. The User's cop y of shared secret is encrypted as

encS ecr et = E N C R Y P T ( M S; secr et )

The WSP's cop y of the shared secret is encrypted as

encS ecr et = E N C R Y P T ( w spK ey ; secr et )

Where w spK ey is the WSP's secret k ey , and is not part of the proto col. The

encS ecr et v alue of the WSP's cop y is also digitally signed using WSP's priv ate

k ey:

w spS ecr etS ig = S I GN (" S ecr et j " jj H jj " j " jj encS ecr et )

H is de�ned in Section 2.3, and is used in its enco ded form (as p er Sec-

tion 2.1)
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2.6 Session Storage

In order to allo w for Single Sign On, the Master Secret m ust b e securely stored

in the bro wser. Since Co okies cannot b e used (otherwise Master Secret will

b e sen t bac k to SlashID), sensitiv e cryptographic data is stored using a clien t-

side storage, whic h is a bro wser sp eci�c mec hanism. F or bro wsers that do not

supp ort clien t-side storage (suc h as Firefo x 1.5), Ja v aScript v ariable is used.

T o protect against leak age of sensitiv e information though clien t-side database

(for example in the en v en t of p o w er outage while Master Secret is stored), a

secret-splitting sc heme b et w een the bro wser and SlashID is implemen ted. Mas-

ter Secret is encrypted with an ephemeral k ey (using AES 256). The k ey is sen t

to SlashID, while the ciphertext is stored in the bro wser's clien t-side storage.

3 Proto col Ov erview

The main SlashID proto col consists of �v e basic op erations: Create, Register,

Login, Up date and Cancel. This section outlines the message 
o ws; the follo wing

section con tains the details of the messages.

3.1 User Create

This 
o w is executed when a new user is created with the IdP . WSP is not part

of the 
o w. The 
o w is sho wn on �gure 1.

3.2 User Register

This 
o w is executed when the User wishes to establish a relationship with a

WSP . The 
o w is sho wn on �gure 2.

3.3 Login

This 
o w is in v ok ed when the user logs in to a WSP . The 
o w is sho wn on

�gure 3.

3.4 Pro�le Up date

This 
o w is executed when the User up dates a pro�le within the IdP . The 
o w

is sho wn on Figure 4.

3.5 Subscription Cancellation

This 
o w is executed when the User w an ts to cancel a subscription with a WSP .

The 
o w is sho wn on Figure 5.
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User IdP

| |

| Request page |

|-------------- --- -- --- -- -- --> |

| |

| Serve page, |

| present challenge |

|<------------- --- -- --- -- -- --- |

| |

| GWT: getUserProfileTe mp la te | (for WSP: getWspProfileTemp la te)

|-------------- --- -- --- -- -- --> |

| |

| pwdencrypt |

|-------------- --- -- --- -- -- --> | (middle encryption layer)

| |

| usrcreate |

|-------------- --- -- --- -- -- --> |

| |

| |

Figure 1: User Create Flo w

4 Proto col Messages

This section describ es detailed con ten ts of eac h proto col message.

4.1 p wdencrypt

This call is used in the three-la y er encryption of the Master Secret. It executes

the second, or middle la y er, whic h requres the kno wledge of the SlashID k ey .

4.1.1 Request parameters

handle (REQUIRED) Handle of the user for whom the encryption or decryp-

tion is done.

op eration (REQUIRED) Either "encrypt" or "decrypt" .

input (REQUIRED) Base64 enco ded encrypted v alue, that needs to b e either

further encrypted or decrypted.

4.1.2 Resp onse

The resp onse will con tain the result of encryption or decryption in the follo wing

form:
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User IdP WSP

| | |

| getregisterurl | |

|-------------- --- -- --- -> | |

| | |

| usrreg | |

|-------------- --- -- --- -> | |

| | |

|GWT: saveCustomCategor y | |

|-------------- --- -- --- -> | |

| | |

| usrwspreg | |

|-------------- --- -- --- -- -- --- -- --- -- --- -- -> |

| | |

| | wspreg |

| |<--------------- -- |

| | |

| Redirect to main page |

|<- - - - - - - - - - - - - - - - - - - - - |

| | |

| | |

Figure 2: User Registration Flo w

<password-respon se >

<result>VALUE</r esu lt >

</password-respo ns e>

Where VALUE is the result of the op eration.

4.2 usrcreate

Creates a new User with the IdP . This message is sen t b y the User to the IdP

in order to establish an accoun t.

4.2.1 Request parameters

secret (REQUIRED) A cleartext shared secret to b e used when logging in to

the IdP . The secret MUST b e a 32 b yte (256 bits) n um b er, enco ded as

p er Section 2.1.

encSecret (REQUIRED) An encrypted v alue of secret (ab o v e). The en-

crypted secret is computed as: encS ecr et = E N C R Y P T ( M S; secr et )

captc ha (REQUIRED) The text of the CAPTCHA picture sho wn to the user.
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User IdP WSP

| | |

| getusrsecret | |

|-------------- --- -- >| |

| | |

| pwdencrypt | |

|-------------- --- -- >| |

| | |

| GWT: login | |

|-------------- --- -- >| |

| | |

| storesession | |

|-------------- --- -- >| |

| | |

| usrlogin | |

|-------------- --- -- --- -- -- --- -- --- -- --> |

| | |

| | wsplogin |

| |<-------------- --- |

| | |

Figure 3: Login Flo w

userXml (REQUIRED) User's data in XML format (sc hema will b e published

separately)

termsAccepted (REQUIRED) "true" if the user has accepted T erms and

Conditions

wspT yp e (REQUIRED) If w ebsite w as built with one of supp orted plugins

(suc h as W ordpress or MediaWiki), this is the t yp e of plugin used will b e

used as pre�x to obtain

4.2.2 Resp onse

This message pro duces status resp onse of the form:

<status>OK</stat us >

In case of errors, the v alue inside the status tag MUST b e the error de-

scription. In case of a successful registration, this v alue MUST b e "OK" (no

quotes).
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User IdP WSP

| | |

|GWT: save profile | |

|-------------- --- -- >| |

| | |

|GWT: update profiles| |

|-------------- --- -- >| |

| | |

| list affected urls | |

|<------------- --- -- -| |

| | |

|GWT: update profiles| |

|-------------- --- -- >| |

| | |

FOR EACH AFFECTED URL DO

| | wspusrupdate |

| |--------------- --> |

| | |

FOR EACH AFFECTED URL DONE

| | |

Figure 4: Up date Flo w

User IdP WSP

| | |

| getusrsecret | |

|-------------- --- -- >| |

| | |

| usrcancel | |

|-------------- --- -- >| |

| | wspusercancel |

| |--------------- --> |

| | |

| | |

Figure 5: Cancel 
o w

4.3 getregisterurl

This message is sen t from the User to the IdP . In return, the IdP sends an y

information required for a successful registration with a w ebsite.
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4.3.1 Request parameters

url (REQUIRED) The URL that the User is trying to register with.

4.3.2 Resp onse

The results are returned as an XML do cumen t of the follo wing form:

<register-url>

<protocol>value< /pr ot oco l>

<url>value<url/>

<userIdMessage>v alu e< use rI dM ess ag e/>

<profileTemplate >va lu e</ pr of ile Te mpl at e>

</register-url>

The v alues are:

proto col The proto col used b y this WSP , either h ttp or h ttps.

url The registration URL, relativ e to the main url of the w ebsite.

userIdMessage Message to displa y in order to prompt the user for his Access

Co de.

pro�leT emplate The template of the pro�le that con tains all the �elds re-

quired b y this w ebsite. This is an XML do cumen t, escap ed and included

as CD A T A.

4.4 usrreg

P art of the pro cess to establish a relationship b et w een a User and a WSP . This

message is sen t b y the User to the IdP .

4.4.1 Request parameters

secret (REQUIRED) Encrypted shared secret, to b e used as a passw ord b e-

t w een the User and the WSP he is registering with. The secret is computed

as the encSecret v alue in Section 4.2.1.

url (REQUIRED) The URL of the WSP the User wishes to register with.

encPro�le (REQUIRED) The encrypted (�eld-b y-�eld) pro�le to b e used with

this registration.

pro�leId (REQUIRED) In teger id of the pro�le used.
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4.4.2 Resp onse

In case of an error, the resp onse MUST b e as in Section 4.2.2. In case of success,

the resp onse MUST b e an XML do cumen t in the follo wing format:

<register-respon se >

<ticket>value</t ick et >

</register-respo ns e>

The v alues are:

tic k et Con tains a registration tic k et generated b y the IdP .

4.5 usrwspreg

This message is sen t from the User directly to the WSP during User registration


o w. The message tak es form of HTTP or HTTPS form submit (metho d is

POST). P arameters are enco ded as elemen ts in the submitted form.

4.5.1 Request parameters

usrHandle (REQUIRED) Handle of the User. See section 2.3.

secret (REQUIRED) Cleartext Shared Secret, generated b y the User. This

will b e used as a passw ord b et w een the WSP and the User.

pro�le (REQUIRED) Cleartext pro�le that the User agrees to exp ose to the

WSP

tic k et (REQUIRED) Registration tic k et, as pro vided b y the IdP .

userId (OPTIONAL) The UserID v alue, pro vided b y the WSP to the User

out-of-band. This ma y b e a banking card n um b er.

accessCo de (OPTIONAL) A secret v alue pro vided b y the WSP to the User

out-of-band, used to securely bind the usrHandle to the actual customer

record existing on the WSP side.

4.5.2 Resp onse

Once the form has b een submitted, the WSP tak es o v er the bro wser, and returns

an y HTML page. The returned page SHOULD indicate whether or not the login

w as successful, and in case of a successful login, redirect the user to the mem b ers

area.

4.6 wspreg

Sen t b y the WSP to the IdP whenev er the User is trying to register with the

WSP .
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4.6.1 Request parameters

usrHandle (REQUIRED) User's Handle for this WSP . See Section 2.3.

secret (REQUIRED) Shared Secret for the WSP , generated b y the User, en-

crypted with WSP's k ey . See Section 2.5.

url (TEMPORAR Y) The URL of this WSP .

tic k et (REQUIRED) Registration Tic k et generated b y the IdP .

signature (REQUIRED) WSP's signature of the shared secret (See Section 2.5).

pro�leSig (REQUIRED) WSP's signature of the User's Pro�le.

pro�le (OPTIONAL) WSP's v ersion of the pro�le, encrypted with WSP k ey .

4.6.2 Resp onse

Same as for usrcreate (See Section 4.2.2).

4.7 getusrsecret

This message is sen t b y the User to the IdP when a User's shared secret is

needed for a transaction.

4.7.1 Request parameters

usrHandle (REQUIRED) The Handle of the User for whic h the Shared Secret

is needed. See section 2.3.

4.7.2 Resp onse

The resp onse is of the follo wing form:

<user-shared-sec re t- res po nse >

<x>value</x>

<e>value</e>

</user-shared-se cr et -re sp ons e>

where

x The Encrypted Master Secret for this User (see Secion 2.4). If the Handle

cannot b e found (User do esn't exist), the return v alue MUST b e generated

as:

x = H M AC (" D U M M Y � M AS T E R " jj handl e; k ey )

Where handl e is the v alue of usrHandle parameter, and k ey is IdP's secret

k ey . This k ey do es not need to b e the same as the real encryption k ey ,

but needs to b e consisten t across m ultiple requests.
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e The Encrypted Shared Secret (User's cop y) for this URL. If the Handle cannot

b e found (User do esn't exit), or the User is not registered with this URL

(they ha v e no relationship), the v alue MUST b e generated as

e = H M AC (" D U M M Y � S H AR E D " jj handl e jj ur l ; k ey )

4.8 storesession

This message is sen t b y the User to the IdP in order to store the serv er part of

the split Master Secret.

4.8.1 Request P arameters

sessionKey (REQUIRED) The k ey to store in the session.

4.8.2 Resp onse

Same as for usrcreate (See Section 4.2.2).

The k ey will b e stored in the HTTP session, and returned in a Ja v aScript

v ariable whenev er the windo w is refreshed in the bro wser.

4.9 usrlogin

This message is sen t b y the User directly to the WSP to complete the Login

pro cess. The message tak es form of HTTP or HTTPS form submit (metho d is

POST). P arameters are enco ded as elemen ts in the submitted form.

4.9.1 Request parameters

usrHandle (REQUIRED) The Handle of the user (for this WSP) that is trying

to login.

secret (REQUIRED) Cleartext v ersion of the shared secret for this WSP .

4.9.2 Resp onse

Once the form has b een submitted, the WSP tak es o v er the bro wser, and returns

an y HTML page. The returned page SHOULD indicate whether or not the login

w as successful, and in case of a successful login, redirect the user to the mem b ers

area.

4.10 wsplogin

This message is sen t b y the WSP to the IdP whenev er a User attempts to log

in. This message is only required for the WSPs that use SlashID to store the

shared secret. If the WSP can lo ok up the shared secret in his o wn database,

this message do es not need to b e sen t.
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4.10.1 Request parameters

usrHandle (REQUIRED) The Handle of the user whic h is trying to log in (see

Section 2.3).

4.10.2 Resp onse

In case of an error, the resp onse MUST b e as in Section 4.2.2. In case of success,

the resp onse MUST b e an XML do cumen t in the follo wing format:

<shared-secret-r es po nse >

<encrypted-secre t>v al ue< /e nc ryp te d-s ec ret >

<signature>value </s ig nat ur e>

<profile>value</ pro fi le>

<profile-sig>val ue< /p rof il e- sig >

</shared-secret- re sp ons e>

The v alues are:

encrypted-secret WSP's cop y of User's Shared Secret (encrypted). See Sec-

tion 2.5

signature WSP's signature of the shared secret. See Section 2.5.

pro�le User's pro�le (as seen b y WSP), encrypted with WSP's Secret Key .

pro�le-sig WSP's signature of the pro�le.

4.11 wspusrup date

This message is sen t b y the IdP to the WSP whenev er the user up dates his

pro�le.

4.11.1 Request parameters

usrHandle (REQUIRED) Handle of the user for whom the up date is p er-

formed.

pro�le (REQUIRED) The new v ersion of the pro�le. The who e XML do cu-

men t (pro�le) is encrypted using Shared Secret as a k ey , and the ciphertext

is Base64-enco ded.

secret (REQUIRED) Shared secret, encrypted with WSP's secret k ey .

signature (REQUIRED) Shared secret signature, as signed b y the WSP .

15



4.11.2 Resp onse

The WSP MUST v erify the shared secret signature, and return an error if the

v eri�cation w as not successful.

In case of a success, the follo wing do cumen t is returned b y the WSP:

<update-result>

<profile>value</ pro fi le>

<profileSig>valu e</ pr ofi le Si g>

</update-result>

The v alues are as follo ws:

pro�le Same pro�le as in request, but this time encrypted with WSP's secret

k ey

pro�leSig The v alue of the profile �eld ab o v e, signed with WSP's priv ate

k ey .

4.12 usrcancel

Sen t b y the User to the IdP whenev er the user wishes to cancel the subscription

with a WSP .

4.12.1 Request parameters

usrHandle User's handle for the URL to b e cancelled

url URL to b e cancelled

cancelCo de Cancel co de, computed as follo ws:

cacel C ode = H AS H (" C ancel j " jj handl e jj " j " jj secr et )

Where handl e is the handle of the user for this URL, and secr et is the

shared secret. Note: if the user re-subscrib es to the WSP after one can-

cellation, the IdP is able to re-pla y this message.

4.12.2 Resp onse

Same as for usrcreate (See Section 4.2.2).

4.13 wspusercancel

This message is sen t b y the IdP to the WSP whenev er the User wishes to cancel

the subscription.
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4.13.1 Request parameters

usrHandle (REQUIRED) Handle of the user that wishes to cancel the sub-

scription

secret (REQUIRED) Encrypted shared secret (WSP's v ersion)

signature (REQUIRED) WSP's signature on the shared secret

pro�le (REQUIRED) User's encrypted pro�le (WSP's v ersion)

pro�leSig (REQUIRED) WSP's signature on the encrypted pro�le

cancelCo de (REQUIRED) Cancellation co de (see Section 4.12.1)
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